Let’s talk
phishing
Cyber Security Awareness Month 2020
Phishing attacks aren’t new and, unfortunately, they are probably here to stay. It’s important
to remember that when talking about phishing attacks, we are talking about a form of
social engineering. These are sadly fairly successful as the attacker clouds the judgement of
the victim with emotional tricks. When you receive a message or communication that you
are not expecting and it asks you to do something and makes you feel emotional (rushed,
happy, panicked, embarrassed or anything else) it is something to be wary of as this could
be social engineering.

Phishing, more than just email...
It is surprising to many people that phishing
doesn’t just refer to email phishing. Cyber
criminals follow the numbers, the more
popular a technology or app is, the more
criminals will target it. Over the last few
years there has been a serious increase in
the following types of phishing:
• Email phishing
• SMS phishing: Via SMS message /
messaging platforms such as WhatsApp
• Vishing (voice phishing): phishing over
the phone
• Social media phishing: phishing through
fake profiles on social media platforms
such as twitter and LinkedIn. Click here
to read our blog on Linkedin Phishing.

future threa
ts
threats

Internet of Things (IoT) phishing: social engineering attacks will almost certainly begin to
target IoT devices. Remember, cyber criminals follow the numbers, the more popular IoT
devices become, the more criminals will target them.
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Case Study: Whatsapp

This WhatsApp attack is the perfect example of cyber criminals following the numbers. Since
the start of the global pandemic, WhatsApp usage has rocketed globally by more than 40%.
In the case of this SMS phishing attack, the attackers rely on an individual trusting a friend
who needs help.
Below is the message someone in the Cygenta team received. Not only have the attackers
places a sense of urgency on them, making them feel rushed, but the attackers have also
used emojis to help normalise the message. Click here to find out how the attack works.
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top tips for you, your family and
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STUDY:Twitter
Twitter
CASE STUDY:

This extraordinary hacking of
celebrity twitter accounts is
one of the biggest examples
of vishing (voice phishing)
we have seen. The criminals
were able to obtain the
phone numbers of a handful
of Twitter staff, and through
friendly persuasion were
able to gain usernames and
passwords which enabled
them to access internal
systems. From here they were
able to compromise high
profile accounts, which then
enabled them to send tweets
and access private direct
messages. Twitter have said
‘This was a striking reminder
of how important each person
on our team is in protecting
our service.’ We know your
organisation will think the
same of you, you are so
important!

